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DECI S| ON ON APPEAL

! Application for patent filed Decenber 29, 1994,
entitled "Autononobus System For Recognition O Patterns Forned
By Stored Data During Conputer Menory Scrubbing.”
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This is a decision on appeal under 35 U S.C. 8§ 134 from
the final rejection of clains 1, 8, 9, 16, 17, and 21.
Cainms 2-7, 10-15, 18-20, and 22 stand objected to.

W reverse.

BACKGROUND

The di sclosed invention relates to a virus signature
detecti on nethod and systemfor |ocating virus patterns during
normal nenory "scrubbi ng® operations.

Caiml is reproduced bel ow

1. A nmethod for operating a conputer system having
a central processing unit (CPU) for processing data
responsive to interrupt signals and stored instructions,
having a nenory for storing data in a plurality of
addr essabl e | ocati ons and havi ng scrubbi ng neans for the
conti nuous aut ononous detection and correction of soft
bit errors in said data stored in said nenory, said
nmet hod conprising the steps of:

(a) providing one or nore itens of said data read by
sai d scrubbing neans froma first nenory address;

(b) mapping said one or nore data itens to produce a
code signature related to said one or nore data itens
according to a first predeterm ned transfornation;

(c) conmparing said code signature to each of one or
nore stored target signatures to determ ne a neasure of
simlarity therebetween;

(d) producing a CPU interrupt signal when said
neasure of simlarity equals or exceeds a predeterm ned
t hreshol d; and
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(e) repeating steps (a) through (d) for each of said
plurality of menory | ocations.

The Exam ner relies on the following prior art:

Ryan 4,479, 214 Cct ober 23,

1984
Arnold et al. (Arnold) 5,442,699 August 15, 1995
(filed Novenber 21, 1994)
Wat son et al. (Watson) 5,475, 839 Decenber 12, 1995

(filed Novenber 16, 1994)

Clainms 1, 8, 9, 16, 17, and 21 stand rejected under
35 U.S.C. §8 103 as bei ng unpatentabl e over Arnold, Watson, and
Ryan. The Examiner finds that Arnold teaches detecting
possible viruses within a conputer's nenory, Watson teaches
halting a system from booting and issuing a warning to the
user if corrupted files are detected prior to boot, and Ryan
t eaches scrubbi ng neans. The Exam ner concludes that it would
have been obvious to utilize the scrubbing neans of Ryan to
check for soft errors and then subsequently to check for virus
errors as taught by Arnold and Watson because it woul d enabl e
the systemto first check for any soft errors detected by the

scrubbi ng process prior to virus detection (Final Rejection,

page 4).
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We refer to the Final Rejection (Paper No. 10) and the
Exam ner's Answer (Paper No. 13) (pages referred to as "EA ")
for a statenent of the Examiner's position and to the Bri ef
(Paper No. 12) (pages referred to as "Br__") and the Reply
Brief (Paper No. 14) for Appellants' argunents thereagainst.

CPI NI ON

Clains 1, 8, 9, 16, 17, and 21 are grouped to stand or
fall together (Br7). daim1l is analyzed as representative.

Initially, as a matter of claiminterpretation, we
observe that claim 1 does not recite where the virus signature
checking and interrupt operations of steps (b) through (d) are
performed. Claim1l does not require a | owlevel,
har dwar e-i npl enmented vi rus checker and does not preclude steps
(b) through (d) frombeing perforned by the CPU;, this is
consistent with the disclosure which states that the steps can
be perforned by a conventional data processor (specification,
page 13, lines 24-28; claim?21). Accordingly, Appellants'
argunments that "Arnold does not suggest or notivate the use of
a lowlevel, hardware-inplenented nenory managenent function
to check for viruses" (Brl0) and that "[c]learly, in Caiml

the CPU is not involved in a virus (signature) checking
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operation” (RBr4), are not comrensurate in scope with the
cl ai m | anguage and are not persuasive.
Appel | ants argue (Br13):

The applicant concedes that the operation of
Wat son's and Arnold's systens woul d include nenory
scrubbi ng. However, such nenory scrubbing woul d be an
automatically initiated, hardware-based function
performed w thout cooperation of a CPU. The signature
detection and virus checking perfornmed by Wtson and
Arnol d's algorithm on the other hand, would be perforned
by the CPU. 1In this, there is no suggestion that a
nenory scrubber or a scrubbing neans be enpl oyed to
provide data for the purpose of producing a code
signature. Instead, the data would be provided to the
CPU by the nmenory controller after any soft or hard
errors were corrected by the scrubber, withinits
capability. [Underlining added.]

The critical limtations at issue are "scrubbi ng neans
for the continuous autononous detection and correction of soft
bit errors in said data stored in said nmenory" and "providing
one or nore itens of said data read by said scrubbi ng neans
froma first nenory address.” Prior art autononous scrubbing
nmeans operate i ndependently and transparently to the CPU
(specification, page 2, lines 9-11), as conpared to
alternative "software scrubbi ng" schenmes (specification
page 2, lines 11-13). Although an autononous scrubbi ng neans
Is part of the menory controller, it reads out, tests, and
rewites addresses containing a single soft error with correct
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data i ndependently (autononously) fromthe part of the nenory
controller that reads out data for the CPU. Therefore, the

I ssue is whether it would have been obvious to use autononous
scrubbing neans to provide data to a virus signature checking
oper ati on.

The Exam ner states (EAl2): "The exam ner's Fina
rejection states that it would have been obvious to utilize
the scrubbing nmeans to initially check for soft errors, as
taught by Ryan, and then subsequently check for virus errors,
as taught by Arnold and Watson because it woul d enabl e one of
ordinary skill in the art to performwell known scrubbing
operations prior to inplenenting Arnold s and Watson's
operations, thus allow ng soft errors to be detected prior to
any viral detections.”

Thi s reasoni ng does not address the nenory scrubber
provi ding data for virus signature detection. The conbination
of Watson and Arnold with the nenory scrubber of Ryan would
have suggested a hardware nmenory scrubber of Ryan that
operates i ndependently fromthe virus signature detection
process of Arnold and Watson. The Exam ner does not point to

any teaching or suggestion for the nenory scrubber neans
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providing data for a virus detection process or any other
external process.

The Exam ner states (EA12): "The appellant's adm ssion
that Arnold' s and Watson's system woul d utilize scrubbing
techni ques strengthens the examner's position that one of
ordinary skill in the art would utilize such well known
techni ques within the conbi ned system of Watson and Arnold."
The Exam ner further states (EA13): "The appellant states on
lines 17-24 of page 13, that the Arnold and Watson's teachings
suggest that the 'data would be provided to the CPU by the
menory controller after any soft or hard errors were corrected
by the scrubber, within its capability'. This clearly
suggests that the appellant is admtting that the teachings of
Arnol d and WAt son suggest the ability for a nmenory scrubber to
be utilized to correct any errors within its capability, and
then send the data to the CPU, which perforns the virus
(signature) checking operations.™

Appel I ants respond that they did not admt that a nenory
scrubber nmeans woul d provide data for the virus checki ng of
Arnol d and Watson (RBr2): "Sinply because nenory scrubbing is

an automati c background process in nodern conputer operations
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does not suggest the use of its output in the nmanner recited
inthe rejected clains. It is stated enphatically that the
prior art fails to teach using a scrubbing neans as an el enent
or as the perforner of a step in the detection of a virus."

We agree with Appellants. Uilizing the scrubbing nmeans
of Ryan in conbination with the virus detector in Arnold
and/ or Wat son does not suggest the limtation at issue that
t he scrubbi ng neans provides data to a virus signature
detection process. As Appellants note, the scrubbing neans
woul d function as an independent background process, separate
from what ever mechanismis used to read out data to perform
the virus checking. That data is provided to the CPU by the
menory controller, as stated by Appellants at page 13 of the
brief, does not inply that data is provided to the CPU by the
menory scrubber part of the menory controller. The nmenory
scrubber means reads out, tests, and rewites addresses
containing a single soft error with correct data independently
(aut ononously) fromthe part of the nenory controller that
reads out data for the CPU.

The Exam ner recognizes that claim1 recites that the

menory scrubber neans provides data to the detection processes
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(EA12-13) and states (EA13): "The exam ner contends that the
prior art suggests this capability by the fact that nenory
scrubbing is well known in the art, and utilized in conputer
systens to check for soft errors, as admtted by the
appel l ant, prior to processing of that data, and one of
ordinary skill in the art would have recogni zed this and

al l owed Arnold' s and Watson's conbi ned systemto utilize such
techni ques as well for other advantages known to scrubbing
procedures.”

Again, the Exam ner fails to point to any suggestion in
the references or the know edge of those of ordinary skill in
the art for nodifying the prior art scrubber nmeans of Ryan to
performthe additional task of providing data for the virus
signature checking operation. It does not even appear that
t he Exam ner recognizes that a nodification of the prior art
scrubber means is necessary. W find no suggestion or
notivation in the references to nodify a scrubber neans to
read out data for use by other processes than the nenory

scrubbi ng process.
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For the reasons stated above, we conclude that the

Exam ner has failed to establish a prima facie case of

obvi ousness with respect to claiml. dains 9, 17, and 21
contain simlar limtations to the mssing critical limtation
about the scrubber neans reading out data for use by the virus
signature detection process and, accordingly, stand with

claiml1l. The rejection of clains 1, 8, 9, 16, 17, and 21 is

rever sed.
REVERSED
ERROL A. KRASS )
Adm ni strative Pat ent Judge )

)
)
)
) BQOARD OF PATENT
LEE E. BARRETT ) APPEALS
Adm ni strative Patent Judge AND
| NTERFERENCES

STUART N. HECKER
Adm ni strative Patent Judge
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